NHBRC – SECURITY INFRASTRUCTURE & SERVICE REQUIREMENTS
Tenderer Clarification / Question and Answer Schedule
The following information is provided to tenderers to support the sizing, design and proposal of the required security solution. Sensitive vendor-specific information, product versions and detailed infrastructure configurations are intentionally excluded where indicated for security considerations.
	No.
	Requirement Area
	Question / Information Required
	NHBRC Response

	1
	Existing Security Infrastructure
	What is the current security infrastructure environment?
	NHBRC currently utilises a hybrid security architecture comprising on-premises and cloud-based security solutions. Detailed vendor information, product versions and infrastructure configurations will not be disclosed as part of this tender process due to security considerations. Tenderers are expected to propose solutions based on industry best practices and the requirements contained within the RFP.

	2
	Endpoint Detection and Response (EDR/XDR)
	What is the approximate number of endpoints and servers to be covered by the EDR/XDR solution?
	Approximately 450 endpoints and approximately 80 servers across production and development environments. NHBRC currently does not have a disaster recovery environment.

	3
	Security Operations Centre (SOC) Services
	What log sources must the managed SOC service be capable of receiving and analysing?
	NHBRC requires a managed SOC service capable of receiving and analysing logs from on-premises infrastructure, cloud services, network devices, security appliances, applications, and Microsoft 365 services. Exact log volumes will not be disclosed; however, bidders should size their solutions to adequately support an organisation of NHBRC's scale and environment.

	4
	Cloud Environment
	What cloud platform, workloads, compute footprint and existing cloud security controls are currently in use?
	Cloud Provider: Microsoft Azure.

Approximately 50 cloud workloads.

Estimated compute footprint: approximately 60 virtual machines and supporting platform services.

Existing cloud security controls include Microsoft Defender for Cloud, Microsoft Entra ID security controls, Conditional Access Policies, Multi-Factor Authentication (MFA), and Azure security recommendations and monitoring.

	5
	Multifactor Authentication (MFA)
	What MFA solution is currently in use, how many users require MFA, and are third-party solutions acceptable?
	Current MFA solution: Microsoft Entra ID Multi-Factor Authentication.

Approximately 450 users require MFA.

Third-party MFA solutions may be proposed, provided that they integrate seamlessly with the existing Microsoft ecosystem and meet all security, compliance and functional requirements specified in the RFP.

	6
	Web Application and API Security
	How many applications require protection and where are they hosted?
	Approximately 8 public-facing and internal business applications require protection.

Hosting is a hybrid deployment comprising on-premises hosting, third-party hosting and Microsoft Azure-hosted workloads.

	7
	Privileged Access Management (PAM)
	Approximately how many privileged users/accounts require PAM, and which systems require management?
	Approximately 25 privileged accounts/users.

Systems requiring management include: Active Directory/Entra ID; Microsoft 365 administrative platforms; Azure resources; network security appliances; servers and databases; and business-critical applications.

	8
	Cloud Security Posture Management (CSPM), Workload Protection & Cloud Identity Security
	What is the approximate cloud environment footprint and development population requiring code security?
	Approximately 50 cloud workloads across approximately 3 Azure subscriptions. Approximately 10 contributing developers require code security capabilities.

	9
	Security Awareness and Phishing Simulation
	How many users/mailboxes should be covered by security awareness and phishing simulation services?
	Approximately 450 users/mailboxes.

	10
	Collaboration Security
	How many users and which Microsoft 365 collaboration services are currently in use?
	Approximately 450 users.

Microsoft 365 services currently in use include: Exchange Online, Microsoft Teams, SharePoint Online, OneDrive for Business and Microsoft Entra ID.
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