



NHBRC Managed Infrastructure Services RFP
Questions


	Number
	Reference
	Question
	Response

	1
	TOR / Annexures
	Is SMME subcontracting a mandatory requirement?
	No

	2
	TOR / Annexures
	Would NHBRC be willing to consider an extension to the tender submission deadline?
	Extended to 09 October 2026

	3
	TOR / Annexures
	Can NHBRC provide the current switch, firewall, Wi-fi & AP and router inventory please?
	The TOR provided

	4
	TOR / Annexures
	There is a requirement for managed LAN, WifI and APs but not much detail: pls provide detailed BOM per site, regarding managed LAN, Wi-Fi and APs requirements.
	Annexure B provides indicative site connectivity, client/device counts, WAN bandwidth and LAN uplink classifications. Bidders must assess the sites and propose the appropriate switch capacity, port density, stacking, redundancy, wireless infrastructure and quantities required for current demand and growth. (TOR 7.3.4; Annexure B2-B6; TOR 18)

	5
	TOR / Annexures
	Are Internet breakouts required centrally or locally per site?
	Cental

	6
	TOR / Annexures
	Secondary Internet Access  for the SDWan – BCX can use any existing NHBRC internet access (any provider) as the secondary access, or must BCX provide these as well? If we are to utilise existing NHBRC internet accesses, pls provide a list per site, so that we can cater for the different access mediums.
	The successful bidder is required to provide a resilient WAN with primary and secondary connectivity per site. Annexure B2 identifies the current baseline access media by site, namely fibre/dual fibre with microwave or LTE, and LTE/LTE)

	7
	TOR / Annexures
	Please confirm whether NHBRC requires the bidder to provide a complete managed SOC/SIEM service, or to integrate security telemetry into an existing or future NHBRC / third-party SOC/SIEM platform.
	The TOR requires the bidder to secure and monitor infrastructure under its control, detect and respond to threats in the hosting environment, and integrate with NHBRC's current or future security operations, including a centrally managed SOC. It specifically requires logs and telemetry to be provided to NHBRC or a third-party SOC/SIEM. It does not expressly require the bidder to provide a complete standalone enterprise SOC/SIEM for all NHBRC environments. (TOR 7.4.2; 7.4.5)

	8
	SOC/SIEM
	If an existing SIEM/SOC platform is in use, please provide the current platform/vendor, ownership model and whether the successful bidder will receive administrative access for onboarding, tuning and investigation.
	The successful bidder must support integration with NHBRC's current or future SOC and centralised monitoring platforms. Platform and access details will need to be confirmed during discovery and transition. (TOR 7.4.2.3; 7.4.5.1.7-7.4.5.1.8; 11.2)

	9
	TOR / Annexures
	Please provide the current and expected number of log sources to be monitored, grouped by source type (e.g. servers, endpoints, firewalls, network devices, Microsoft 365/Azure, Active Directory, applications/SAP, databases and other security platforms).
	Scope references include managed systems, networks, infrastructure, platforms and hosted workloads, with integration across on-premises, hosted and Microsoft Azure environments. The current baseline includes 19 servers and one Active Directory Domain Controller.

	10
	TOR / Annexures
	Please provide the current average and peak security log volumes, preferably in GB/day and/or EPS, and indicate the expected annual growth in log volume over the five-year contract period.
	The solution must support growth of at least 20% per annum without redesign

	11
	TOR / Annexures
	Please confirm the required log retention period and whether different retention periods apply to online/searchable data versus archived data.
	The period and storage tiers must be agreed during solution design and governance. (TOR 7.4.8.2.3-7.4.8.2.5)

	12
	TOR / Annexures
	Please confirm which environments are in scope for SOC monitoring: on-premises, hosted infrastructure, Microsoft Azure/cloud workloads, all NHBRC offices, Microsoft 365, and any third-party hosted services.
	Security coverage applies to all infrastructure, platforms and environments used to deliver the managed services. This includes the hybrid on-premises, hosted and Microsoft Azure environment, all connected NHBRC locations and the managed network, hosting, cloud and collaboration components. Third-party services must integrate where used. (TOR 6.1; 7.1; 7.4.1-7.4.2; 7.6)

	13
	TOR / Annexures
	Please confirm whether the SOC is expected to perform containment/remediation actions or only investigate and escalate to NHBRC/BCX teams.
	The SOC/security service is expected to investigate and respond to incidents affecting hosted services and to support investigation, containment and remediation. Incidents must be escalated to NHBRC under agreed procedures.

	14
	TOR / Annexures
	Please provide the required security incident response and notification SLAs, including whether the stated security event notification target of within one hour applies to all severities or only defined priority levels.
	Minimum security-event notification is within one hour of detection. General incident SLAs are P1: acknowledge 15 min, respond 30 min, restore 4 hrs; P2: 30 min, 1 hr, 8 hrs; P3: 4 hrs, 8 hrs, 24 hrs; P4: 8 hrs, 24 hrs, 72 hrs. (TOR 7.6.7.2-7.6.7.4)

	15
	TOR / Annexures
	Please confirm whether the successful bidder is expected to create and maintain SIEM correlation rules / detection use cases, dashboards and tuning throughout the contract, and whether NHBRC has an existing use-case catalogue that must be migrated or retained.
	The Service Provider must maintain security monitoring, alerting, investigation, incident logs, audit trails, dashboards/reporting and continuous optimisation. Any existing catalogue should therefore be confirmed during discovery. (TOR 7.1.2; 7.4.5; 7.4.8-7.4.9; 11.2)

	16
	TOR / Annexures
	Please confirm whether the bidder must provide the centralised logging platform itself, including collectors/forwarders and storage, or whether only forwarding of logs to an NHBRC/third-party platform is required.
	The bidder must implement centralised logging across all managed environments and ensure logs are available for integration into external platforms. The TOR also requires logs and telemetry to be provided to NHBRC or a third-party SOC/SIEM. Therefore, collectors/forwarders and managed-environment logging are in scope.

	17
	TOR / Annexures
	Please confirm the required SOC reporting and governance cadence for the security service, including any required dashboards, monthly reports, incident reports/RCA, and attendance at operational or governance meetings.

	Security reporting must cover incidents and response actions, vulnerability and patch-compliance status, security risks and trends. Monthly service reports must include a security posture summary and incident/RCA information, and are due within five business days. Governance includes monthly operational, quarterly service-review and executive-level meetings, plus participation in NHBRC security and risk governance structures. (TOR 7.4.9; 7.6.7.4.5; 7.7.2 and 7.7.5; 12.5)

	18
	EDR/XDR
	Please confirm whether EDR/XDR must cover only user endpoints and servers, or also Azure/cloud workloads, virtual machines and any other managed infrastructure components.
	EDR/XDR is required as an infrastructure protection control across managed infrastructure. The scope is not limited to user endpoints; it includes servers, hosted systems, platforms and workloads under the Service Provider's control, including relevant Azure/cloud virtual machines and managed infrastructure components. (TOR 7.4.1-7.4.4)

	19
	TOR / Annexures
	Please confirm the expected annual growth rate to be applied to EDR-protected assets for commercial sizing over the five-year contract term, and whether the TOR's minimum 20% annual growth assumption should be used for endpoint/security capacity as well.
	Use the TOR baseline growth requirement of at least 20% per annum for solution sizing unless a more demanding domain-specific requirement applies. Annexure I expressly permits a 20% growth assumption per office.

	20
	TOR / Annexures
	Please confirm whether the successful bidder is responsible for EDR agent deployment to all existing devices, migration from any incumbent endpoint security tooling, and ongoing deployment to new devices during the contract.
	Yes, deployment and ongoing management of EDR/XDR or equivalent across in-scope managed assets forms part of implementing and maintaining the required security controls. Migration and transition must include discovery, implementation of target components, security testing and decommissioning of legacy components where applicable. 

	21
	TOR / Annexures
	Please confirm the required operating model for EDR alerts: 24x7x365 monitoring and investigation, and whether the SOC may perform endpoint isolation/containment directly or must first obtain NHBRC approval.
	The managed service must provide 24x7x365 support and continuous monitoring, including investigation and response to security events. Endpoint isolation or containment authority is not explicitly delegated; it must follow agreed incident-response, escalation, change and emergency-authorisation procedures. (TOR 7.4.5; 7.4.7; 7.7.2.1.2; 10.1)

	22
	TOR / Annexures
	Please clarify the bidder's responsibility for endpoint security policy design and configuration, including malware/ransomware prevention, behavioural detection, exclusions, policy tuning and agent-health monitoring.
	The bidder is responsible for implementing and maintaining endpoint/infrastructure hardening, EDR/XDR, malware and threat prevention, secure configuration baselines, vulnerability scanning, patch management and continuous monitoring. This includes policy configuration, tuning, health monitoring and reporting necessary to maintain the controls, aligned with NHBRC policy and industry best practice. (TOR 7.4.3-7.4.6)

	23
	TOR / Annexures
	Please confirm whether any existing anti-malware/endpoint protection products must coexist with the proposed EDR/XDR solution, and whether removal/reconfiguration of incumbent agents is included in scope.
	The bidder must address discovery, dependencies, migration, pilot validation, rollback and legacy decommissioning in the migration plan. Removal or reconfiguration should be included where required by the approved target design. (TOR 11.2-11.6)

	24
	TOR / Annexures
	Please confirm the required EDR reporting deliverables and frequency, including coverage/agent-health, detections, incidents, response actions and any SLA or compliance metrics.
	EDR/security reporting must be regular and include security incidents, detections and response actions, vulnerability and patch compliance, risks and trends. Monthly reports must include SLA performance, availability, security posture and incident/RCA information. Agent coverage and health should be included as an operational security metric.

	25
	TOR / Annexures
	Please confirm whether EDR/XDR telemetry must be integrated into the central SOC/SIEM solution and, if so, whether all raw telemetry or only alerts/incidents are required to be forwarded.
	Yes. EDR/XDR security events must integrate with centralised monitoring and the NHBRC or third-party SOC/SIEM. 

	26
	Incident response and forensic services
	Please confirm whether the one-hour security-event notification target is measured from initial alert generation, analyst validation or formal incident declaration.
	The one-hour target is measured from detection, as stated in the service metrics. (TOR 7.6.7.4.4)

	27
	TOR / Annexures
	Please provide NHBRC’s security-incident severity classifications, notification contacts and executive or regulatory escalation requirements.
	The TOR provides P1-P4 operational priorities and associated acknowledgement, response and restore targets. These must be documented in the agreed escalation and incident-response procedures. (TOR 7.6.7.2; 7.7.6; 7.4.7)

	28
	TOR / Annexures
	Does the required service include digital forensics, malware analysis, evidence preservation and forensic investigation, or should these be separately priced?
	The bidder must support security investigation, containment, remediation, incident reporting and RCA. If proposed, these should be clearly identified and priced in the technology stack and pricing schedules rather than assumed. (TOR 7.4.7; 19; Annexures C-H)

	29
	TOR / Annexures
	Please identify the containment actions that BCX may perform without prior NHBRC approval and those requiring business authorisation or emergency change approval.
	Actions must be governed by documented incident-response procedures, the formal escalation framework, incident/problem/change management and NHBRC approval requirements. The bidder should propose an authority matrix distinguishing pre-approved emergency actions from actions requiring business or emergency-change approval. (TOR 7.4.7; 7.7.2; 7.7.6)

	30
	TOR / Annexures
	Please confirm the required timeframes for preliminary incident reports, root-cause analysis and final corrective-action reports.
	The TOR requires incident reports with root-cause analysis and corrective actions and includes incident/RCA information in monthly reports. These timeframes must be agreed in the SLA and incident-response procedures. (TOR 7.4.7.1.5; 12.5; 15.2)

	31
	Data residency, POPIA and SaaS services
	Does the South African hosting requirement apply to all NHBRC information, or specifically to personal information as stated in the clause?
	The explicit in-country hosting restriction in the POPIA Operator clause applies to personal information: all personal information must remain hosted within South Africa unless NHBRC explicitly authorises otherwise. Separately, the primary data centre and DR environment must be located in South Africa. (TOR 7.2.2.2.2; 7.4.11.2.6-7.4.11.2.7; 7.5.5.1.1)

	32
	TOR / Annexures
	May bidders propose SaaS security platforms hosted outside South Africa where NHBRC provides written approval and appropriate POPIA safeguards are implemented?
	Personal information must remain in South Africa unless explicitly authorised, and the Operator must implement controls for cross-border transfers. (TOR 7.4.11.2.6-7.4.11.2.7)

	33
	TOR / Annexures
	Please provide the required process and approval timeframe for registering OEMs, cloud providers and specialist subcontractors as Sub-Operators.
	Before appointing any Sub-Operator, the Service Provider must obtain NHBRC's prior written approval and maintain an approved Sub-Operator Register. Bidders must disclose third-party, hosted, subcontracted and OEM-delivered services in the proposal. (TOR 7.4.11.2.4-7.4.11.2.5; 19.4)

	34
	TOR / Annexures
	Please clarify the audit rights that SaaS and OEM providers must contractually grant to NHBRC.
	SaaS/OEM arrangements must provide NHBRC with audit rights relating to the processing and safeguarding of personal information and support security incidents, breach investigations, regulatory enquiries and audit activities.

	35
	TOR / Annexures
	Please specify the required format, timeframe and certification standard for data return and destruction at contract exit.
	At exit, all NHBRC data must be returned in an agreed format, and certified evidence of secure destruction of residual copies must be provided. The initial Exit Management Plan is due within 30 calendar days of contract commencement and must be reviewed annually.

	36
	Vulnerability, penetration testing and patch management
	Does NHBRC currently have vulnerability and patch-management platforms? Please provide the products, licences, asset coverage and support arrangements.
	The current baseline identifies 19 servers and one Domain Controller. Bidders must propose the relevant technology stack and managed service. (TOR 6.1-6.2; 7.4.6; 19)

	37
	TOR / Annexures
	Please confirm whether NHBRC requires a fully managed, continuous Vulnerability Management service—including a dedicated platform, regular scanning, risk-based prioritisation, remediation tracking, reporting and verification—or only independent, ad hoc vulnerability assessments, including the quarterly authenticated assessments specified in the tender.
	NHBRC requires a continuous managed vulnerability and patch-management process, including regular scanning across all systems, risk-based prioritisation and remediation, patching, reporting and verification. In addition, quarterly authenticated vulnerability assessments and annual independent penetration testing are mandatory minimum controls. (TOR 7.4.4.3; 7.4.6)

	38
	TOR / Annexures
	Please provide the number and types of assets requiring authenticated vulnerability scanning, including internal, internet-facing, cloud, network and database assets.
	The current server baseline is 19 servers, and the managed scope includes on-premises, hosted, cloud, network, application and supporting infrastructure components. Bidders must validate the full authenticated-scanning inventory during assessment and discovery. (TOR 6.1-6.2; 7.4.6; 11.2)

	39
	TOR / Annexures
	Must quarterly authenticated assessments be performed by the managed-service team, an independent party, or both?
	Quarterly authenticated vulnerability assessments are a mandatory control to be implemented and maintained by the Service Provider. Annual penetration testing must be independent. 

	40
	TOR / Annexures
	Please confirm that the successful bidder is responsible for the actual testing, deployment and verification of security patches—not only vulnerability identification and reporting.
	Yes. The Service Provider is responsible for operating-system lifecycle management, automated patching, timely application of security patches and updates, remediation and reporting. This extends beyond vulnerability identification and includes implementation and verification of patching within the managed environment. (TOR 7.2.3.1.4; 7.2.4.2.4; 7.4.6)

	41
	TOR / Annexures
	From which event is the 14-day critical-patch timeline measured: OEM release, NHBRC approval, applicability confirmation or successful test completion?
	The TOR states that critical patch deployment must be completed within 14 days, The measurement point must therefore be agreed in the SLA and patch-management procedure. A prudent bidder response should clearly state its proposed trigger and any testing, approval or exception dependencies. (TOR 7.6.7.4.2; 7.4.6)

	42
	TOR / Annexures
	Please provide NHBRC’s vulnerability severity methodology and confirm whether the 30-day target applies to all high-risk vulnerabilities or only exploitable vulnerabilities affecting in-scope assets.
	The TOR requires risk-based prioritisation and sets a high-risk vulnerability remediation target of 30 days. The bidder should apply a recognised risk-based method and align it with NHBRC policy during transition. (TOR 7.4.4.3.3; 7.4.6.1.2; 7.6.7.4.3)

	43
	TOR / Annexures
	Please confirm the process for risk acceptance, extensions, compensating controls and exclusions where remediation cannot be completed within the prescribed timeline.
	These cases must be handled through documented service management, risk and issue management, change governance, audit trails and NHBRC approval. The bidder should propose the process in its governance and quality-assurance methodology. (TOR 7.7; 16.2.4; 17.3)

	44
	TOR / Annexures
	Please define the annual independent penetration-testing scope, including external, internal, web application, API, wireless, cloud and social-engineering testing.
	Annual independent penetration testing is required, The final scope must be risk-based and agreed with NHBRC, covering applicable in-scope infrastructure, applications and cloud/network services. (TOR 7.4.4.3.2; 7.4.1; 7.4.6)

	45
	TOR / Annexures
	Please confirm whether NHBRC requires a fully managed, continuous Vulnerability Management service—including a dedicated platform, regular scanning, risk-based prioritisation, remediation tracking, reporting and verification—or only independent, ad hoc vulnerability assessments, including the quarterly authenticated assessments specified in the tender.
	NHBRC requires a continuous managed vulnerability and patch-management process, including regular scanning across all systems, risk-based prioritisation and remediation, patching, reporting and verification. In addition, quarterly authenticated vulnerability assessments and annual independent penetration testing are mandatory minimum controls. (TOR 7.4.4.3; 7.4.6)
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